
 

Marion Technical College Password Management System  
 
MTC’s new password management system (PortalGuard) provides a convenient way to set a 
password or reset a forgotten password. Before you can begin using PortalGuard, you must first log 
in (using your current MTC username and password) and provide the following: 
 

➢ Either install the Google Authenticator or PortalGuard Password Reset app from your phone’s 
app store to enroll mobile authentication that you can use to change your password or reset a 
forgotten password 
 
or  
 
an alternative e-mail address that PortalGuard will use to send you one-time passcodes for 
changing your password or resetting a forgotten password (you can’t use your MTC e-mail 
address for the alternative e-mail address) 
 

➢ answers to 3 questions that can be used if you need to reset a forgotten password 
 

 

New Student - Completing the Enrollment Process  
 
These instructions step through what is required to complete the enrollment process for a new 
student. 
 
1. You can access ‘Password Management’ from the following places:  

 
a.) Click the NEW Password Management link on the left side of the MTC help page 
(https://help.mtc.edu)  
 
b.) Navigate to https://oa.mtc.edu in your web browser 
 
c.) Click the Forgot Password link on the Canvas login screen (https://mtc.instructure.com) 
 

 
2. Click the Forgot Password? button.  
 

  



3. Enter your MTC username (Last name + First initial + last 4 of your Student ID). For example, John 
Smith has a Student ID with 9999 as the last 4 digits. John’s MTC username would be smithj9999. 
 

 
 
4. You will be prompted to supply answers to the following 2 questions before you will be able to set 
your initial password. Supply the answers and click the Next >> button. 
 

 
 
  



5. Enter your new password and confirm it in the textboxes on the form and click the Continue button. 
If there is an issue with the password (does not meet the complexity requirements, new and confirm 
password entries do not match, etc.) you will be prompted to rekey the password and confirm 
password. 
 

 
 
  



3. You will be prompted to enroll in a two-factor enrollment option. Select either the Email or Mobile 
Authenticator option and click the Continue button.  
 

 
 
Email Enrollment Option Steps 
 
1. Supply your alternative e-mail address. Please note that this is any email address other than your 
MTC address. 
 

 
 
  



2. A One-Time Passcode will be sent to the alternative email address. Enter the passcode in the One 
Time Passcode textbox and click the Login button. 
 

 
 
Mobile Authenticator Enrollment Option Steps 
 
1. To continue with the Mobile Authenticator enrollment, download and install the Google 
Authenticator or PortalGuard Password Reset app from the appropriate app store for your phone. 
Select your phone type from the dropdown and click the Continue button. 
 

 
 
  



2. Use the mobile app to scan the QR code that is displayed on the Mobile Authenticator Enrollment 
page. Then enter the code displayed in the mobile app and click the Continue button to complete the 
enrollment. 
 

 
3. A dialog will display letting you know that you have successfully enrolled the Mobile Authenticator 
app. Click the Try to continue logging in link. 
 
Figure 7 – Success Dialog 

 
 
Challenge Answers Enrollment Steps 
 
 
1. You will next be asked to enter your Challenge Answers. You will select 3 questions from the list 
and provide answers to the questions. You can use the Challenge Answers or a One-Time Passcode 
option (alternative e-mail or mobile authenticator) to enable you to reset a forgotten password. Click 
the Continue button to select your questions. 
 
  



Figure 5 – Enrollment Challenge Answers 

 
 
2. Supply your answers to the questions you have selected and click the Login button. 
 
 
Figure 6 – Providing Challenge Answers 

 
 
  



3. A dialog will display letting you know that your challenge answers have been successfully entered. 
Click the Try to continue logging in link. 
 
Figure 7 – Success Dialog 

 
 
Congratulations – you have completed the enrollment process! 
 
  



Account Management Page  
 
After successfully completing the enrollment process, you will see the Account Management home 
page. You can log in any time and update this information as needed. This page enables you to view 
and change your alternative e-mail, mobile authenticator, and challenge answers.  
 

 
 
  



Set Password – I know my password but want/need to change it.  
 
Use this option when you know your MTC password, but you would like to change it. Since you have 
completed the enrollment process and supplied an alternative email and optionally enrolled a mobile 
authenticator app, PortalGuard can help you reset your password.  
 
 
1. Provide your username and password and click the Set Password button.  
 

 
 
2. Based on your settings, you will either receive the One Time Passcode in your alternative e-mail or 
through the Mobile Authenticator app. Examples of both screens are shown below. Supply the One-
Time Passcode you receive and click the Continue button.  
 

 
 



 
 
3. Enter your new password and confirm it in the textboxes on the form and click the Continue button. 
If there is an issue with the password (does not meet the complexity requirements, new and confirm 
password entries do not match, etc.) you will be prompted to rekey the password and confirm 
password. 
 

 
 
 
 
 
 



4. When your new password has been accepted, you will see the confirmation message shown 
below. 
 

 
 

 
 
  



 
Forgot Password (Self Service) – I can’t remember my password and need to 
change it.  
 
If you cannot remember your MTC password, you can use PortalGuard to reset it.  
 
1. Provide your username and click the Forgot Password button. 
 

 
 
2. You will have the option of supplying your answers to 2 of the 3 questions you enrolled or using a 
One-Time Passcode. Select the option you want to use and click the Continue button. 
 

 
  



 
3. Based on the authentication type you selected, you will either be prompted to answer 2 of the 
questions you set up during enrollment or provide a one-time passcode. The screenshots below show 
examples of each option. After answering the questions or entering the one-time passcode, click the 
continue button to reset your password. 
 

 

 
 
  



4. Enter your new password and confirm it in the textboxes on the form and click the Continue button. 
If there is an issue with the password (does not meet the complexity requirements, new and confirm 
password entries do not match, etc.) you will be prompted to rekey the password and confirm 
password. 
 

 
 
4. When your new password has been accepted, you will see the confirmation message shown 
below. 
 
 

 


